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 ☐ HTTPS/SSL is active and current
 ☐ CMS, plugins, themes, and server software are updated
 ☐ Unused plugins and themes have been removed
 ☐ Administrator accounts are reviewed regularly
 ☐ Strong passwords and 2FA are enabled
 ☐ Website backups run regularly
 ☐ Backups are stored separately from the live website
 ☐ Backups have been tested for restoration
 ☐ Domain and DNS accounts are secured
 ☐ Website uptime and security are monitored
 ☐ Forms and donation tools collect only necessary information
 ☐ Third-party integrations are reviewed
 ☐ Your team knows who to contact during a website emergency

Use this as a starting point for reviewing

your website’s security:
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